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BbibopouHas nepeappecauus HTTP 3anpocoB Ha Be6 CTpaHUUKY

B PfSense 2.0 cpenctsamu vHosts

YcTtaHoBka, HacTpoka nakerta vHosts B PfSense 2.0

"TpebyeTcs BCe 3anpochl OT BCEX aApecoB AedPONTHO NepeHanpaBnsiTb HA OTOE/NbHbIN
Beb-cepsep (Ha ero 80 i nopT). Mo cyTu, BCe He y4TeHHble un-agpeca npu nobom 3anpoce
JOMKHbI Nonagatb Tonbko Tyaa.”

Mepedppasumpyto:

Mbl coszpanmm cnvcok IP anpecos nonb3osaTtenei, KOTOpble CMOryT BbIXOAUTb B UHTEPHET.
Bce octanbHble IP agpeca 13 nokanbHow cetun, 6ynyT nonagate HA MHOPOPM CTPaHUYKY.
JaHHbI pyHKUMOHAN Yalle HYXXeH npoBanaepam nHTepHet. B cnyyae oTcyTcTBus
abaHnnartbl, yaansem IP n3 cnmncka n scé HTTP 3anpockl 6yayT oTnpaBnsitbcs Ha
NHGOPMALMOHHYIO BED. CTPaHNYKY.

Monopa3ymeBaeTtcs, 4to y Bac PfSense ¢ HayanbHbIMU HaCTPOMKaMM - PEKBU3UTDI
uHTtepcpericoB, DNS, DHCP, NAT. Bcé HacTpoeHO n Bbl MOXeTe BbiIXoauTb Yepe3 PfSense
B MHTEpPHeT.

LAN 192.168.0.1/24
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1. Oenaem 3anucb B DNS nns suptyanbHoro xocral ( info.lan = 192.168.0.1 )

Services -> DNS forwarder

» System v Interfaces v Firewal b Services r o WRN > Status » Diagnostics  »  Help Ha pfSense.si

Services: DNS forwarder: Edit host L]

Edit DNS Forwarder entry

o .
Hame of the ost‘, without domain DarE

e.q. mpfost

poman -

Dormnain of the host
&0, exampie.com

1P address [T 192.182.0.1
1P address of the hast

&0, JO2 J68. T08 T

Diescription
Yau 'H1a-§ enter é‘dé‘s‘cr‘\‘pt\oﬁ hers For 5‘/‘0ur‘r§férén&‘é‘ (‘nu“t' D’arsed).

Save | Cancel

2. C nokanbHoro komna genaeml - ping info.lan

O6meH nakeTtamu ¢ info.lan [192.168.0.1] no 32 6ainT:

OTtBet o1 192.168.0.1: yncno 6anT=32 Bpemsi<imc TTL=64
OTtBeT o1 192.168.0.1: yncno 6ariT=32 Bpems<imc TTL=64
OTtBeT o1 192.168.0.1: yncno 6anT=32 Bpemsi<imc TTL=64
OTtBeT o1 192.168.0.1: yncno 6ariT=32 Bpems<imc TTL=64

3. N3ameHuM nopT agMUHKKM 1 BKNtouum SSH poctyn.
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System -> Advanced

e pfSense.

System: Advanced: Admin Access L

Firewall / NAT | Networking System Tunables | Notifications

Mote: The options on this page are intended for use by advanced users only.

webConfigurator

S5L Certificate

TCP port

Ertereremstanrport number for the webConfigurator above if you wank ko override the default {80 For HTTR, 443 for
HTTPSE). Changes will bake effect immediately after save,
Max Processes R 2

Enter the number of webConfigurator processes you want to run, This defaults to 2, Increasing this will sllow more
users/browsers to access the GUI concurrently,

Secure Shell Server ' Enable Secure Shell '

Authentication Method

[ pisable password login for Secure Shell (RSA key only)
‘wWhen enabled, authorized keys need to be configured For each user that has been granted secure shell access.

55H pork
Mate: Leave this blank for the defaul of 22,

Serial Communcations

Serial Tarminal it S s SNSRI

4. YcraHaBnuBaeM vVHosts

System -> Package Manager -> Available Packages
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5. HactpauBaem vHosts

Services -> VHosts

» Interfaces v Firewal (= ﬁqpi&gng;e_,_s_

Settings

|
(H"St infio. lam |
is intended Far internal you can use the DS Forwarder ko set & hast name that is valid inside

the local network. default: vhost01.local

I'IP Address | 192.168.0.1 ! |
tequired, Make sure the IP and Port combination does not conflick with the local system. example: 192.165.0.1
[ Part | a0s1 ! |
d Port combination does not conflick with the local system. default: BO01
—_——

[ Directory | info.lan I |

This vHosts directory is located in jusrflocalfvhosts. The default directory is the host name.
example; vhost1 local

Certificate
Paste a signed certificate in .508 PEM format here, Create certificates automatically,
Key
Paste an R34 private key in PEM Format here.,
Enabled | Tue ] |
Description |

Enter the description here.

I Save IEanceI

6. Mposepsiem paboty vHosts
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3axoamm Ha http://info.lan:8081

Buonm:

PHP Version 5.2.17

System FreeBSD pfSense.stlan 8.1-RELEASE-p6 FreeBSD 8. 1-RELEASE-pG #0: Mon Dec 12
17:53:00 EST 2011 rooti@FreeBSD 8.0 _pfSense 2.0-snaps.pfsense.orgfustiobjfuse
IpfSensesro/stoisys/pfSense_SKP.8 386

Build Date Sep 20 2011 10:53:14
Configure Ytonfigure' --with-layout=GRIL' —-with-config-file-scan-dir=fustilocalietciphp' --disable-all'
Command “-enable-libzml' —-with-libxml-dir=/usmacal' --enable-reflection' “-with-pcre-regex’

“-program-prefii=" —-enable-fastcoi' --with-regex=php' —with-zend-vm=CALL'
“-prefix=fustlocal' --mandir=fustlocaliman' --infodir=fustlacaliinfol --build=i386-
porthld-freebsda.1!

Server API CGIFastCGl
Virtual Directory  [disabled

Support

Configuration File fusrilocaliet
(php.ini) Path

Loaded Iustlocalletciphp ini

Configuration File
Scan this dir for  |/usrlocalieteiphp

additional .ini

files

additional .ini (nonej
files parsed

PHP API 20041225

PHP Extension 20060613
Zend Extension | 220060519

Debug Build no
Thread Safety disabled
Zend Memory enahled
Manager

7. Oenaem notpchopasapa 80 nopt <-> 8081

Firewall ->0 NAT -> Port Forward
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ﬁn pfSense.st

=01} ¢ Interfaces

Firewall: NAT: Port Forward: Edit

Edit Redirect entry

Disabled [ pisable this rule
Set this option to disable this rule without removing it From the list,

Mo ROR (MOT) O Enabling this option will disable redirection Far traffic matching this rule.
Hink: this option is rarely needed, don't use this unless you know what you're doing.

Interface
terface this rule applies ko,
in most cases, you'll want to use WAN here,
Protocol
® protocol this rule should match.
Hink: in most cases, vou should specify TGP here,
Source [ not
Use this option to invert the sense of the match.
Type:
Address: 1 I =l
Source port range from | any v :l
ko gran};’ B :I
Specify the source port or part range For this rule, This is usually *andem and almost never equal to the
destination port range {and should usually be "an¥").
Hink: you can leave the ¥ofield empty iF vou only want ta filker a single part.
Destination [ not

Use this option to invert the sense of the match,

Destination port range

Specify the part or part range for the destination of the packet For this mapping.
Hint: you can leave the o 'field empty if you only want to map a single port

Redirect target IP

ress of the server on which you wank to map the ports,

zniter the internal P &
e.q, JRZ J6R.1.12

Redirect target port
W & 1P address entered sbove, In caze of a port range, specify the beginning port of
the range (the end port will be calculated automatically),
Hint: this is usually identical ta the From' port above

Description ll\
You may enter a description here for your reference {not parsed),

Mo XMLRPC Sync |
HIMT: This prevents the rule from automatically syncing to other CARP members,

NAT tefiection [use system default |

Filter rule association w-B‘:!!'?.N".‘T..
Wieww the filtter rule
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8. MpoBepsiem paboty noprchopBapamHra

[Mposepsiem npasuno 8 command prompt

pfctl -sa | grep rdr

3axoamm Ha http://info.lan

Braomm kapTUHKY NyHKT 6.

Ecnu He yBuoenu:

OumcTtuTb K3wWw bpoysepa.

Pectapt DNS n vHosts ( Status: Services )

MoxHo u Status: Filter Reload Status

9. Cozpaem php ctpaHunuky info.php ¢ XxenaemMbiM coaepXuMbIm

/usr/local/www/info.php
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10. Yuum vHosts nyckaTtb Hac no ip agpecy (a He No JOMEHHOMY UMEHU) Ha Hally Be6
CTPaHUuKy info.php

lMpaBum /var/etc/vhosts-http.conf

Haxonoum:

## a static document-root, for virtual-hosting take look at the
## server.virtual-* options

server.document-root = "/usr/local/vhosts/"
MeHsieM Ha: server.document-root = "/usr/local/www"
Haxonoum:

$SERVER]"socket"] == "192.168.0.1:8081" {
$HTTP["host"] == "info.lan" {
server.document-root = "/usr/local/vhosts/info.lan"

}
}

MeHsieM Ha:
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$SERVER]["socket"] == "192.168.0.1:8081" {

$HTTP["host"] == "info.lan" { #HaxoOMM MMs CO30aHHOro paHee xocTa
server.document-root = "/usr/local/www" #MeHseM TyT nanky Ha ykasaHHyo

}

}

url.rewrite-once = (""/(.*)$" => "/info.php") #3Ta perynspka no3BosiMT Ham no niobomy

ajpecy nonagaTtb Ha yKasaHHYHo

[Mocne BHECEHHbIX N3MeHEHWA, pecTapTyem cepsuc vHosts

Status -> Services

b Systemn b Interfaces b Firewal b Setwices P OWPN b Status b Diagnostics v Help ﬁanSEHSB.S'

Status: Services Stopped - 310 HOpMmanbHoe )
cocToAHWe anAa cepeuca vHost

Service Description Status
[ dhcpd‘ DHCP Service | 3 Running | @@
[ dnsl"nasq | DNS Forwarder B Running | @@
[ ntpd | MTP clack syne ) B Running | Gl
[ whosts-http | LigHTTPD web server service, Uses PHPS with Fast cgi. @

Lnsa Toro 4tobbl vhosts-http.conf He 6bin N3MeHeH Nocne nepesarpysku, Aenaem

9/12



www.thin.kiev.ua - BoibopouHas nepeagpecauus HTTP 3anpocoB Ha Be6 cTpaHuuky B PfSense 2.0 vHosts

AsTop: Administrator
27.03.12 08:46 - NMocnenHee obHoBneHue 28.06.12 11:16

chflags uchange /var/etc/vhosts-http.conf

Lna cHatua donara, ucnonbdyem komaHay chflags nouchange /var/etc/vhosts-http.conf

11. C aTOro MoMeHTa, BCe 3anpocChbl B MHTEPHET Mo 80 My NOpPTY, AONMXHbI
nepeappecoBbiBaTbCsl Ha MHGPO cTpaHUUKY info.php

lMpoBepsieM BO3MOXHOCTb 3axoaa no IP anpecy

http://192.168.0.1:8081

http://192.168.0.1

12. Co3pnaem Aliases c rpynnow IP agpecoB, KOTOpble CMOTYT BbIXOAUTb B UHTEPHET.

Firewalll -> Aliases
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Firewall: Aliases: Edit @
Name

& alias may only consist of the characters "a-z, A-Z and 0-9",

Description l E Sliace I
'ou may enter a description here for your reference {not parsed),

Troe Hostls) |

.Host(s)

Enter as many hosts as you would ke, Hosts must be specified by their IP address, i

&= pfSense.st

Firewall: NAT: Port Forward

if Proto Src, addr Src.ports  Dest. addr Dest, porks NAT IP MNAT Ports  Description @L_,."J_,
[ e Lan | Tcp LAN niet * * | aomHTTRY | 19216801 | A08t y

G-Ie nyTaem nmocukn! I

B pass
@ linked rule

ﬁa pfSense.s

Firewall: NAT: Port Forward: Edit @
Disabled [] Disable this rule

Sek this option ko disable this rule without remaoving it from the list,

Enablingithis option will disable redirection For traffic matching this rule.,
Hinit: this optn is rarely needed, don't use this unless you know what vou're doing.

['No RDR. (NOT)

Interface

Hint: in most cases, you'll wank to use WAN here,

Protocol [Tcp V|

Choose which IP protocol this rule should match,
Hint: in most cases, you should specify FCP here,

Source 1 not
Use this option to invert the sense of the match,

Tyvpe: ingle host or alias V-‘

nddress

Source port range

£
Specify the source part or port range For this rule. This is usually random and almost never equal to the

destination port range {and should usually be "any").
Hint: you can leave the Fo'field empty if you anly want ko filker & single port.

Destination [ not
Use this option to invert the sense of the match,

Type: | any ™
Address: 1 I 31
el
= I—
Specify the port or port range for the destination of the packet For this mapping.
Hint: vou can leave the ¥o 'field empty iF wou only want ko map a single part

Destination port range from: ||

Diescrigtion R

‘You may enter a description here for your reference {not parsed),

npaBuna B NyHKTe 7.
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sterm b Interfaces b Firewall > Sel bWPN b Status

Ha pfSense.s

Firewall: NAT: Port Forward o
Port Forward
If Proto Src. addr Src. porks Dest. addr Dest. ports NAT IP NAT Ports Description @L.’?
O |ww |1ep | lsce [ * | &0 (HTTR) [* bdlle
[] &o|Lan | Tcp LA nist * * | 80 (HTTR) 192,168.0,1 | 8081 ]
]
3 pass
@ linked rule

RERENREEHIETR RIS 8 FRSARE BRI MoPQam

Qe
PRPPOYAl

12/12


http://forum.pfsense.org/index.php/topic,47447.0.html
index.php?option=com_content&amp;view=article&amp;id=550:pf-vhost&amp;catid=50:pfsense&amp;Itemid=81
index.php?option=com_content&amp;view=article&amp;id=550:pf-vhost&amp;catid=50:pfsense&amp;Itemid=81

