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Kak HacTpouTb BbiXO4, B UHTEPHET U3 ABYX (TpeX...) nokanbHbiX noacetern B PFSENSE
2.1?

VicxogHble gaHHble. MawuHa ¢ Tpems ceTeBbiMU NHTepdoencamun. Bol yctaHoBUIM (He
cbpocunu Ha pedponT) Pfsense 1 y Bac HET HUKAKUX NPaBu/ YyCTAHOBNEHHbIX NaKeToB.,

aBTopuadumn n T.n.

Ecnu y Bac Ha WAN He "6enbiii” OH Xe "peanbHblin” ip agpec, a Yyto-To Buaa 192.168.0....
Y6epute aBe rafiouky Kak nokasaHo Ha pucyHke!
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2a pfSense.lc

Interfaces: WAN (S

General configuration

Enable

¥ Enable Interface

Diescription r\ AN
Enter a description {name) for the interface here,

Type I Static - l

MAC address

r'.\. y Insert my local MAC address
This field can be used to modify ("spoof") the MAC address of this interface
{may be required with some cable connections)

Enter a MAC address in the Following Format: xxioaco e or leave blank

MTU R
If vou leave this field blank, the adapter's default MTU will be used. This is bypically 1500 bytes buk can vary on
some hardware,

M55 3

If you enter a value in this field, then M35 clamping For TCP connections to the value entered above minus 40
(TCPIP header size) will be in effect,

Speed and duple:x Advanced I Shaw advanced option

Static IP configuration
IP address I(
% 92 ] I| % > I

Gateway WANGI - 92 14 x| -or- add & new one,
IF this interface is an Intemet connection, select an existing Gateway from the list or add one using the link above

Private networks

e.: lock private networks

When set, this option blocks traffic from IP addresses that are reserved For private nebworks as per RFC 1915
(1048, 172.16/12, 192,168/16) as well as loopback addresses (127/8). You should generally leave this option
turned on, unless your WAk network lies in such a private address space, too,

lock bogon networks

set, this option blocks traffic from IP addresses that are reserved (but not RFC 19183 or not et assigned by
IANA, Bogons are prefixes that should never appear in the Internet routing table, and obviously should not appear
as the source address in any packets you receive,

Save | Cancel |

1 NARabu uurandhamian N MlnAbanaam Luanunaa rTnav uurandhaianAab o "UCTeMe
: ; ’ .
168.1.1 https:f/192,168.1.1 interfaces_assign.php

sl EEMbIE : HayaneHas ctpadmua ¢ Konnekuws esb-dpar... PeroMeHAYEMEIE CaM...

2 pfSense.l
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& pfSense.l

Enahble ¥ Enable Interface

Description r %, LAN
Enter a description {name) for the interface here.

Type I Static = i

MAC address

Insert my local MAC address

This field can be used to modify ("spoof") the MAC address of this interface
{may be required with some cable connections)
Enter a MAC address in the Follawing Farmak: oo o leave blank

MTL

If you leave this field blank, the adapter's default MTU will be used. This is bypically 1500 bytes but can wary on
some hardware,

M55

If vou enter a value in this field, then M55 clamping for TCP connections to the value entered above minus 40
(TCR/IP header size) will be in effect,

Speed and duplex Advanced I Shiow advanced option

Static IP configuration

W, 192.168.1.1 .I’l24 vi
Gateway l Mone |7 l -or- add a new one,

If this interface iz an Intemet connection, select an existing Gateway from the list or add one using the link abowe

Private networks

I Block private networks
‘when set, this option blocks traffic from IP addresses that are reserved for private networks as per RFC 1918
{1078, 172.16f12, 192,168/16) as well as loopback addresses (127/8), You should generally leave this option
turned on, unless your Wak network lies in such a private address space, koo,

IP address

™ Block bogon networks
when set, this option blocks traffic from IP addresses that are reserved ibut not RFC 1918} or not vet assigned by
IANA. Bogons are prefixes that should never appear in the Internet routing table, and obviously should not appear
as the source address in any packets you receive.

Save I Cancel I
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13

2 WERN 2

» Help

Interfaces: OPT1 A7)
Enable ¥ Enable Interface

Description r\_ L OPT1
Enter a description {name) for the interface here,

Type I Static - I

MAC address

r\..‘ Insert: my local MAC address
This field can be used ko modify {"spoof") the MAC address of this interface
{may be required with some cable connections)

Enter a MAC address in the Following Format: s oo or leave blank

MTL %
If you leave this Field blank, the adapter's default MTU will be used. This is bvpically 1500 bytes but can vary on
some hardware,

M55

IF vou enter a walue in this field, then M35 clamping for TCP connections ko the value entered above minus 40
(TCP/IP header size) will be in effect.

Speed and duphex Advanced ! Show advanced option

Static IP configuration

IP address “, 192.168.0.1

-or- add a new ona,
If this intetface is an Intemet connection, select an existing Gateway from the list or add one using the link abowe

Private networks

I Block private networks

‘When set, this option blocks traffic from IP addresses that are reserved for private networks as per RFC 1918
(10/8, 172.16/12, 192,168/16) as well as loopback addresses (12718}, You should generally leave this option
turmed on, unless your Wak network lies in such a private address space, too,

Gateway

[ Block bogon networks

‘When set, this option blocks traffic from IP addresses that are reserved (but not RFC 1918} or not wet assigned by
IANA, Bogons are prefixes that should never appear in the Internet routing table, and obviously should not appear
as the source address in any packets you receive,

. Hactpansaem DHCP Ha kaxaom LAN uHTtepcpence. MNpumep HMXe:

2o pfSense.l
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» Diagno: Ha pfSense.li

Services: DHCP server 000

¥ Enable DH

{1 Deny unkn|
If this is checked,) ! ] below will get DHCP leases from this serwver,

Subnet 192.1658.1.0

Subnet mask 255.255,255.0

Available range 192,168.1.1 - 19

fanoe I\_‘ 192,168.1. : b, 192,168.1.245 l
.

WINS servers R

DNS servers

tleave Blank ko use the system defaulk DNS servers - this interface's IP iF DNS Forwarder is enabled, otherwise
the servers configured on the General page,

Gateway

,E 192.168.1.1
“The e the IP on this interface of the firewall as the gateway, Specify an alternate gateway here if this is
nat the correct gateway for your network,
Diomain name

The default is to use the domain name of this system as the default domain name provided by DHCP. You may specify
an alkernate domain name here.

Domain search list

The DHCP server can optionally provide a domain search list,

Default lease time seconds

This is used for clients that do not ask for a specific expiration time,
The default is 7200 seconds.

Maimum lease time r\ 1 seconds

This iz the maximum lease time For clients that ask For a specific expiration time.
The default is 86400 seconds.

Failover peer IP;

1.1{services_dhcp.php Leave blank to disable, Enter the interface IP address of the other machine, Machines must be using CARP.
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Services: DHCP server

ET o

[ ¥ Enable DHCP server on OPT1 interface l

[ Deny unknown clients
If this is checked, only the clients defined below will get DHCP leases from this server,

Subnet 192.1658.0.0
Subnet mask 255,255.255.0
-Availahle range 192.168.0.1 - 192,168.0,254
fange [, 192.168.0.100 to [, 192.168.0.254
WINS servers ‘\\_
%

DMS servers ", 192.168.0.1

the servers configured on the General page.,

Gateway I il-l 192.168.0.1 i

not the correct gateway For your network,

The DHCP server can optionally provide a domain search list,

Default lease time r'\ \ seconds

This is used for clients that do not ask For a specific expiration time,
The default is 7200 seconds.

Maimum lease time r\: \ seconds

This is the: maximum lease ktime For clients that ask for a specific expiration time,
The default is 86400 seconds.

Failover peer IP:

168:1.1 | https://192.168.1.1 firewall_rules.php?if=lan

' defaulk DS servers - this interface's TP iF DMS Forwarder is enabled, otherwise

nterface of the firewall as the gateway, Specify an alternate gateway here if this is

Domain narme I‘\
The default is to use the domain name of this system as the default domain name provided by DHCP. You may specify
an alternate domain name here,

Domain search lisk r-\

R DTrnuipanu b ~ASFHARPEF R SRR NERAPAF AR e NN R R A ~a v T4

000

2a pfSense.lc

daemble | i Ha4aneHaA cTpaHyua PeroMEHAYEMEIS CaH. .,

o ® it i LaM Address * #

a0
| | | | | 443 | |
I_ﬂi [ [ Lan net [ * [ * [ * [ * [ none I
pass £3 block reject
pass (disabled) block {disabled) reject (disabled)
Hint:

* Diagniosti

Port Gateway Queue | Schedule Description

@ log
log {disabled})

Rules are evaluated on a first-match basis {i.e. the action of the first rule ko match a packet will be executed). This means that if you
use block rules, vou'll have ko pay attention o the rule order, Everything that isn't explicithy passed is blocked by defaulk,

ﬁn pfSense.l

000

UMep HuXxe:
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2 pfsense.l

Firewall: Rules: Edit 000

Edit Firewall rule
Action | Pass ]

Choose what ko do with packets that match the criteria specified below,
Hint: the difference between block and reject is that with reject, a packet {TCP RST or ICMP port unreachable for UDP) is
returned to the sender, whereas with block the packet is dropped silently, In either case, the original packet is discarded.

Disabled I” pisable this rule
Set this option to disable this rule without remaoving it from the list,

Interface | LAN I

Choaose on which interf ace packets must come in ko match this rule.

Protocol any -

Choose which IP protocol this rule should match,
Hink: in most cases, you should specify 7CF here,

Source ™ nhot
Use this option to invert the sense of the match.

Type: LAMN subnet - I

Address: ! | 31 =]

Destination ™ hot
Use this option to invert the sense of the match.

Type: any .
Address: ."|31 _'I
Log ™ Log packets that are handled by this rule

Hint: the firewall has limited local log space. Don't turn on logging For everything, IF you wank to do a lot of logging,
consider using a remate svslog server (see the Diagnostics: System logs: Settings page).

Description r . Default allow LAN to any rule
‘fou may enter a description here for your reference,

Save | Cancel I

PRPRE AT T T

m b Inte

2a pfsense.

Mode: ) automatic outbound NAT rule generation (&) Manual Dutbound NAT rule generation
{IPsec passthrough included) {ADN - Advanced ODutbound NAT)
Mappings:
' | Source | .. | Destination | NAT | NAT | Static | = =
Interface Source Port Destination Port Nidiess Port Port | Description Lq,
] | wan 192,165.2.0/24 | * | * * WAN * e [0 [PE
address LgL'D
] | wan | 192.168.1.0/24 | * | * #* | wan | * | mo o]
address Lg 0
=

Ll
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