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PPTP cepsep Ha WAN + Squid + SquidGuard n noctyn B uHTepHet B PfSense 2.0

Hactpoiika PPTP cepeepa n gounbTpa noctyna Squid + SquidGuard 6binm B cTaTbsx
ony6n1KOBaHHbIX paHee.

http://thin.kiev.ua/router-os/50-pfsense/402--pptp-server-pfsense-20.html

http://thin.kiev.ua/router-os/50-pfsense/530-pfsense-squid.html

http://thin.kiev.ua/router-os/50-pfsense/549-hav.htm

http://thin.kiev.ua/router-os/50-pfsense/533--pfsense-transparent-squid-ip-.htmll|

Ecnu Bbl nogHsann PPTP cepesep Ha WAN nHTepgoerice BMecTe ¢ ounbTpom Squid +
SquidGuard, nogkntounnmcb kK PPTP cepsepy v ysnaenn coobueHue:

OLUUNBKA
3anpoweHHbIn URL He MoXeT ObITb AOCTaBNEH

Bo Bpems noctaesku URhttp://www.google.com
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Mpowu3zowna cneaytowas ownobka:

- ILocTyn 3anpeLuéH.

HacTtporika KoHTpons nocTtyna He Aaét BO3MOXHOCTW BbINONHUTL Baw 3anpoc B HacTosuee Bpems.
MoxanyincTa, ceaxuTtech ¢ Bawwnm noctaswukom yenyr IHTepHeT, ecnu Bbl cyntaete aTo Henpa

Generated Mon, 10 Sep 2012 10:17:10 GMT by steel.lan (squid/2.7.STABLE9)

OLWLNBKA

3anpouweHHbiH URL He MOXeT ObITh AOCTaBNEH

Bo Bpema AocTaskk URL: http:/dwww. goodle, comy/

Mponzowna cneayowasn owmbka;
* Noctyn 3anpewén.

HacTpoFika KoHTpONA A0CTYNa He A38T BO3MOMHOCTH BEIMONHMTE Baw 3anpoc B HacToAwee Bpems. MoxanyfcTa, cBammTecs ¢ Balmm moc
YCMyT WIHTEPHET, eCn Bel cuMTasTa 370 HenpasMnbHEIM,

Generated Mon, 10 Sep 2012 10:17:10 GMT by steel lan (squid/Z. 7. 5TABLES)

EcTb Tpu BapmaHTa pelweHns:

1. B HacTponkax PPTP knueHta ybpatb ranouky
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| Dfwwme |
|

MapardeTpil [P MoryT HasHaYaTECA a6 |
NOLAEPHMESET 3TY BEO3MMOKHOCTE. B 1
IF moskHD NONYYHTE 4 CETEEOMD AU

(%) Nonyure IP-anpec aeTorar e |

{23 Menonesoears cnenyiowmi |P-ag

1 Nonyavre agpec DMS-cepeepa 3

{71 Menonesoeats cneqyowme aipd

VPN: YPN PPTP
Configuration m

O off

'8 DononHuTensHele napa

| DSwwe |DNS | WiNS

3TaT dnamok HCNONE3IYETCA TONEKD NPKH QOHOEREMEHHDM NO4EAKDYEHMI
K NOEANEHOMH CETH W K CETH Y0aNeHHOMD AOCTYNa. |-||:IM YCTAHOENEHHOM
PNaKEE JaHHRIE, KOTOPEIE HE Y1AETCA NEPELATE YEPES NOKANEHYD CETE,
HANPAEMAKITCA B CETE YaaneHHOr O JOCTYNA.

Menonb30BaTE OCHOBHOHN WAKDS B YOANSHHOM CETH

e PiEmeEEONe LAN

O Redirect incoming PPTP connections to:

PPTP redirection

Enter the IP address of a host which will accept incoming PPTP conmections.

& Enable PPTP server

Mo. PPTP users

Server address

i
Typlcally thls is set to an unused IP just outside of the client range.

= PPTP server should give ko clients For use as their "gateway”,

MNOTE: This should MOT be set to any IP address currently in use on this Firewall,

Remote address range

, 192,168.0.51

Specify the starting address For the client IP subniet.

PPTP DN Servers "\, 192.166.0.1)

. 5.8.8.8

primary and secondary DS servers assigned ko PPTP clients

WINS Server I\

eidefr poiikax LT nepectaeT pabotaTtsb! BapumaHT B
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b Interf:

VPN & wera arar(z)

¥PN: VPN PPTP
Configuration m

O off

'Q Redirect incoming PPTP connections to;

PPTP redirection

Enter the IP address of a host which will accept incoming PRTP connections,

) Enable PPTF server

No. PPTP users l_U_v |
Hink: 10is ken PPTP clients

Server address ", 192.168.20.1
Enter the IP address the PPTP server should give to clients for use as their "gateway”,
Typically this is set to an unused IP just outside of the dient range,

MOTE: This should NOT be set ko any IP address currently in use on this Firewall,
—_—

Remote address range l I; 192.168.20,2 I
pecify the starting address for the client IP subnet,
PPTP DS Servers ", 192.168.20.1

Enable

Descripkion

Type

MAC address Insert rmy local MAC address

This field can be used ko maodify {"spoof") the MAC address of this interface
{may be required with some cable connections)
Enter a MAC address in the Following Formats socsoces oo or leave blank

I vou leave this field blank, the adapter's default MTU will be used. This is bypically 1500 bytes but can vary on
some hardware,

IF you enter a value in this field, then M55 clamping for TCP connections ko the value entered above minus 40
(TCP/IP header size) will be in effect,

Static IP configuration

IP address r.\ . 192.168.20.1
Gateway Mane | -or- add & new ane.

TF this interface is an Intemet connection, select an existing Gateway From the list or add ane using the link above

Private networks

@Iock private networks

en set, this option blacks traffic from IP addresses that are reserved For private netwarks as per RFC 1918
(10/8, 172.16/12, 192.168/16) as well as loopback addresses (127/83, You should generally leave this option
turmed on, unless your WaN network lies in such a private address space, too,

Hanee HaCTpauB@‘Sermrks

nHTepdenc OPT1
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Interfaces: OPT1

General configuration

Enable

Diescripkion

Type

MAC address

MTU

M55

Proxy interface

Allow users on interface
Transparent proxy

EBypass proxy For Private
Address Space (RFC 1918)
destination

EBwpass proxy For these
source IPs

Proxy server: General settings 2]

General [ Proxy _E_a;':h'a'M_gﬁt Access Control

¥ Diagro

P pr
¥ 0ad Ba

Enter a descriptid

Insert my local MAC address

) the MAC address of this interface
bchicns)

imak: oo xe of leave blank

This field can be
{may be required
Enter & MAC add|

If vou leave this
some hardware.

s default MTU will be used. This is typically 1500 bytes but can vary on

If vou enter a walue in this field, then M55 clamping For TCP connections to the value entered above minus 40
{TCP{IP header size) will be in effect,

Auth Settings | Local Users

Traffic Mamt

Yoepwuean CTR
BBILENABM JEA MHTEpHEACE.

h Fleld is checked, the users connected ko the interface selected in the 'Proxy inkerface’ field will be allowed bo use
the procey, e, there W|II be no need to add the interface's subnet to the Ilst of allowed subnets This is just a shortcut

If transparent mode is enabled, all requests for destination port 80 will be Forwarded to the proxy server without any
additional configuration necessary,

Do not Forward traffic bo Private Address Space (RFC 1918) destination through the proxy server but directly
through the Firewall,

Do not Forward traffic from these source IPs, CIDR nets, hostnames, or aliases through the proxy server but directly
through the firewall. Separate by semi-colons (), [Applles only to transparent mode]

Bypass proxy for these
destination IPs

Proxy interface

Allow users on interface
Transparent proxy

Bypass proxy For Private
Address Space (RFC 1918)
destination

Bypass proxy for these
source IPs

Proxy server: General setting

General [T Proxy | Cache Mgmt ) . |fl'ii:;'Mgm_l:_'

Do not prosxy traffic going to these destination IPs, CIDR nets, hostnames, or aliases, but let it pass directly through
the firewall. Separate by semi-colons (). [Applies only to transparent mode]

[
the proxy, i.e., t

ed to the interface selected in the 'Procey interface’ field will be allowed ko use
5cdd the interface's subnet to the list of allowed subnets, This is just & shortcut,

ks For destination port 80 will be forwarded o the proxy server without any
UPrP & NAT-PIMP

o LAN = Space (RFC 1918) destination through the proxy server but directly

through the: Fires

%

Da not_Fo_rwa_rd traffic from the_se source IPs, CIDR nets, ho_stnamesJ or aliases thr_ough the prosxy server but directly
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£ pfsense.lan - Proxy filter SquidGuard: Groups hccess Control List (ACL) - Mozilla Firefox

®ain Dpasra Baa  Kypwan 3ocnaacn  Mrcrpwierrer Crpaexa [ S &3

€ P % [ @ s260.106.4/0ka pherxml=squidouard_sdlsrl

c|[&- h Pl & @&|- =
Enepeknagad... | ¥ pptp squid pF.. Qrrzrczen., [HPoosge | @thinkevua-.. | @ofsensel.. x
[ENNN o o5 sere weve cuor(s) loading the rubes: Amphuls. cebug:

Proxy filter SquidGuard: Groups Access Control List (ACL)
ERERL arget cateories | Times | Rewrites | Blackiist [ Loo |

‘Name Time Description
BAD

vIP

PPTP workTime:

WorkTimeGROLP: werkTime

rTimeGROLP

i T S e (A e
"FlleDP NSHLE® DT »

§ PRTR HWorkTime
WorkTimeGROUP WorkTime
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Disabled

Name

Order

Client
{source)

Time

Target Rules

Mak to allow
IF addresses
in URL

Enable

Enable GLIT
log

Enable log

Enable log
rotation

Clean
Advertising

b Interf:

Proxy filter SquidGuard: Groups Access Control List (ACL): Edit

General settings

Status ¥ Diagno:

s | Rewmies | i 1o

]

Check this For disable this ACL rule,

55 sprtay e

., PPTP

Enter the unique name here. Mame must consist of minimum 2 symbols, Fiest From which letter.
Al other symbols must be [a-Z_0-9].

for ACL item. ACL are evaluated on a first-match source basis,

Note:

Search for a suitable ACL by field ‘source’ will occur before the first match. IF you want to define an exception for some sources (IF)
from the IP range, put them on first of the list,

For example:

ACL with single {or short range) source ip 10,0.0,15, must be placed before ACL with more large ip range 10.0.0.0/24

'_192.168.20.03’24 I

Enter client's IP address or domain or "username” here, For separate use space,

Example:

ip: 192.168.0.1 or subnet 192,168.0.0{24 or subnet 192, 168,1,0/255,255,255.0 or range 192,168.1.1-192.168.1.10
domain: foo.bar match foo.bar or * Foo.bar

username: 'userl’

[WorkTime w

Select time in which "Ta@et Rules' will operate, or leave ‘none’ for action of rules without time restriction. IF this option is set, then in
off-time will operate the second rule set.

IFilesccessDeny ~ite-List Iblk_BL_porn all [ [FileAccessDeny ~wite-List lblk_BL_porn all]

To make sure that people don't bypass the URL filter, by simply using the IP addresses instead of the fully qualified domain names,
wou can check this option. This option has no effect on the WhiteList,

¥ Diagro:

Proxy filter SquidGuard: General settings

Check this for enable squidGuard
For saving configuration YOU need click button 'Save’ on bottom of page
After changing configuration squidGuard you must apply all changes

SquidGuard service stake: STARTED

Check this For enable GUI log,

Check this for enable log of the prosy filker, Usually log used for testing filker settings,

Check this for enable daily rotate a log of the proxy filter. Use this option For limit log file size.

O

Check this to display a blank gif image instead the default block page, With this option you get a cleaner page.

Blac| options

Blacklist

717
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